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The Fight Against Terror 



UNCLASSIFIED 



Megawati's government hunted down, tried, convicted, and 
sentenced to death the principal JI terrorists who murdered 
over 200 people in Bali. Since then, police have captured 
over 110 terrorists linked to the Bali bombing, the August 



2003 J.W. Marriott bombing, and the JI terror group. 




U.S. Counter Terrorism Assistance 
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Terrorist Finance 



Hambali and Intelligence Cooperation 
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Indonesian officials have said publicly that Hanibali is 
linked to 39 bombings in Indonesia since 2000, including the 
Bali and Marriott attacks. Police and prosecutors seek 
written testimony admissible in Indonesian court to help 
implicate, detain, and convict, senior terrorists, including 
Abu Bakar Ba'asyir, his son and key JI operative Abdul Rahim, 
and Hambali 1 s younger brother Rusman Gunawan (AKA Gun Gun) , 
who led a JI cell in Karachi, Pakistan. 



Assistance to Indonesian Prosecutors 



10. (C) At least 33 terror suspects will stand trial in 
Jakarta over the coming months, including those involved in 
the August 5, 2003 bombing of the J.W. Marriott Hotel. 
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Australia's Role in Indonesia's CT Effort 
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11. (C) Australia, in co-hosting the conference, \ 



12. (C) The Australians will announce at the conference the 
opening of the Transnational Crime Center in April to serve 
as the Indonesian National Police ' s clearinghouse for 
investigative leads that can be turned into actionable 
intelligence in such areas as CT drugs and peopl e sm uggling 
and five other categories of criminal activity. ~™ 




Tiraika 



13. (S) Winning justice in the August 2002 murders of 
American school teachers Ted Burgeon and Rick Spier near the 
Freeport mine in Timika, Papua, is critical to our overall 
interests and a prerequisite for normal military relatio ns 
with Indonesia. f ' ' ' 
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Democratic Transition/2004 Elections 



15. (SBU) Following the landmark constitutional changes of 
2002 that locked in the country's democratic reforms, the 
2004 elections represent a clear benchmark in Indonesia's 
progress in strengthening secular democracy, crafting 
political stability and rejecting extremism. Following the 
April 5 legislative elections, Indonesians will directly 
elect their President and Vice President for the first time. 
The first round of Presidential elections is July 5. If, as 
is highly likely, no one ticket polls over 50 percent of the 
vote, a run-off will take place September 20. Indonesia will 
inaugurate its new President October 20. The elections will 
cost some $714 million for the three rounds of voting 
involving 145 million voters. The U.S., via USAID, is so far 
the largest donor supporting the elections with $24 million. 



Leadership in Southeast Asia and the World 
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Megawati nostea rne October 6-7 ASEAN Summit that witnessed 
the signing of the Bali Concord II — a road m ap to closer 
economic, security, and cultural cooperation. \ 



Prior to the regional Counter Terrorism Conference you will 
attend, the GOI co-chaired with Australia two other landmark 
conferences on People Smuggling, Trafficking in Persons, and 
Transnational Crime that began a dialogue among source, 
transit, and destination countries. Indonesia will chair the 
third session of the Preparatory Committee (PrepCom III) for 
the 2005 Review Conference of the Treaty on the 
Non-Proliferation of Nuclear Weapons (NPT) . PrepCom III will 
convene in New York in April 2004, and Indonesia will play a 
major role in both the process and its substan tive final 
product to strengthen the NPT . J " 



Indonesian Concerns and Perceptions of the United States 
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_ | The President ' s 

visit provided a unique opportunity to explain our policies 
and, perhaps even more important, hear the concerns of 
Indonesian government and religious leaders. They seem to 
have understood that we may not always agree but respect an 
open dialogue. 

Looking Forward to a Great Visit 



22. (SBU) We have a complex and multi -layered relationship 
with Indonesia. Your presence, along with Counter Terrorism 
Coordinator Ambassador Black, will signal our continued 
respect for and engagement with a key ally in the fight 
against terror. The cumulative effect for our bilateral and 
regional counter-terror efforts will lay the groundwork for 
continued progress throughout Indonesia's frenetic election 
season. We are looking forward to a great visit. 
Boyce 
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